Mpuka3 PepepanbHOM CRYXKObl MO TEXHUYECKOMY M IKCMOPTHOMY KOHTponto, PCB PP u MunuctepctBa
MHOPMaLUMOHHbIX TEXHONOIMIA U cBA3U PO
ot 13 dheBpansa 2008 r. N 55/86/20
"06 yTBepxaeHuu MNopsaaka npoBeaeHus knaccudukaumm mHgopMauMOHHbIX CUCTEM NePCOoHaNbHbIX
OaHHbIX"

B cooTtBeTCcTBMM C NyHKTOM 6 [MonoxeHuss o6 obecnevyeHnn 6e3o0nacHOCTY NepPCoHanbHbIX AaHHbIX NpU
nx obpaboTke B WHAPOPMALUMOHHBLIX CUCTEMAX NEPCOHAmNbHbLIX AaHHbIX, YTBEPXAEHHOro MOCTaHOBMEHNEM
Mpasutenbctea Poccuiickoii Pepepauun ot 17 Hoabpa 2007 r. N 781 "O6 yrBepxaeHun [NonoxeHus ob
obecneveHnn 6e30MacHOCTM MNEPCOHanbHbIX AaHHbIX NpuW MX 006paboTke B WMHAOPMAaLMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHogatenbcTBa Poccuiickon depepauun, 2007, N 48, vactb I,
cT. 6001), npnkasbiBaem:

YTBepauTb npunaraembli  [1opsaok  NpoBedeHus  knaccudukaumm  MHEPOPMAaLMUOHHBIX  CUCTEM
nepcoHarnbHbIX AaHHbIX.

OvpexTop C. 'puropos
PepnepanbHon cnyxobl

NO TEXHUYECKOMY U

3KCMOPTHOMY KOHTPOHO

OupekTop H. MaTtpywes
depnepanbHoi crnyxobl

B6e3onacHocTH

Poccuiickon ®egepauuu

MuHucTp J1. PeiimaH
NHOPMALIMOHHbIX

TEXHOMOrnin 1 CBA3M

Poccuiickon depepanmm

3apeructpupoaHo B MuHtocte PO 3 anpensa 2008 r.
PernctpauunorHbiin N 11462

Mopsapok
npoBeaeHus knaccudukauum uHpopMaLMOHHbIX CUCTEM MEPCOHaNbHbIX AaHHbIX

1. Hactoswwmin [Nopsigok onpefenseT nposedeHue Knaccudukauum MHEPOPMAaLMOHHBLIX CUCTEM
nepcoHarnbHbIX AaHHbIX, NPEeACTaBNALWMX COBON COBOKYMHOCTb NEPCOHanbHbIX AAHHbIX, COAepXaluuxcs B
Ba3ax AaHHbIX, a Takke NHPOPMALIMOHHBIX TEXHOMOMUA N TEXHUYECKNX CPeACTB, NO3BONSAOLMX OCYLLECTBNSAThL
06paboTKy Takux NepcoHanbHbIX [AaHHbIX C WCNOMb30BaHWEM CpeAacTB asToMaTu3auumn (ganee -
NMHOPMAaLIMOHHbIE CUCTEMDI)®.

2. Knaccudumkaumss MHMOOPMaUMOHHLIX CUCTEM  MPOBOAWUTCA  rOCYAAPCTBEHHLIMU  OpraHamu,
MyHULMMNAnNbHbIMW ~ OpraHamu,  puandyeckuMn U uandeckumyn  nuuamy, opraHusylwmMm v (unn)
ocyLlecTenaWMMN 06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKkke ONpeaensallMMU Lenu 1 coaepxaHue
06paboTkn NepCoHarnbHbIX AaHHbIX (Aanee - onepaTop)™™.

3. Knaccudpukaums vHDOPMaUMOHHBIX CUCTEM NPOBOAMUTCHA Ha 3dTane co3faHus WHOPMAaLMOHHbLIX
CUCTEM MNU B XOAEe WX 3KCnyaTauuu (ANA paHee BBEAEHHbIX B 3KCMAyaTauuio W (Mnu) MOAEpPHM3NPYEMbIX
MHAOPMALMOHHbBIX CUCTEM) C LieNbio YCTAaHOBMNEHNS METOA0B 1 CNocoBoB 3auThbl MHPOpMaLmMn, HeoBXoanMbIX
anst obecneyeHns 6e30NacHOCTM NEPCOHANBHbIX AAHHbIX.

4. MNMpoBepeHne knaccudrkaumm NHPOPMaLIMOHHBIX CUCTEM BKNtoYaeT B cebs cneayoLwyue aTtanbi:

c6op 1 aHanu3 UCXoAHbIX AaHHbIX MO UHPOPMALIMOHHOW CUCTEME:

npuceoeHne WHPOPMALMOHHON CUCTEME COOTBETCTBYIOLWIEro Knacca W ero AoKyMeHTanbHoe



ohopmMIeHME.
5. MNpwn npoBeaeHUM knaccmmkaum NHPOPMAaLMOHHOK CUCTEMbI YYUTLIBAKOTCA CreayoLne MCXoaHble
JaHHble:

y X
kaTeropus obpadaTtbiBaeMblX B MHPOPMALIMOHHON CUCTEME NEPCOHANbHbIX AaHHbIX -~ ™ ;
06bem o6pabaTbiBaeMbIXx NEPCOHArNbHBIX AAHHBLIX (KONMUYECTBO CYOGLEKTOB NEPCOHArNbHbIX AaHHbIX,

nepcoHarnbHble AaHHble KOTOPbIX 0BpabaTbiBaloTCA B MHPOPMALMOHHON cUCTEME) - Kinz ;

3afaHHble ONepaTopoOM XapaKTepucTuku 6e30nMacHOCTM MEePCOHanbHbIX AaHHbIX, 06pabaTbiBaeMbIX B
MHAOPMALIMOHHO CUCTEME;

CTPYKTYpa MHPOPMAaLMOHHON CUCTEMBI;

Hanumume MNOAKMIOYEHNA MHADOPMALMOHHON CUCTEMBbI K CETSIM CBSi3W OOLLEro mnonb3oBaHus W (Mnu)
CETSAM MEXAYHapPOAHOro MHOPMaLIMOHHOrO OOMEHa;

pexum o6paboTkn NepcoHasnbHbIX AaHHBbIX;

PEXUM pasrpaHMYeHns npae 4OCTyna nonb3oBaTtenen NHPOPMaLMOHHOW CUCTEMBI,

MECTOHaxXoXAeHMe TEXHNYECKNX CpeacTB MHAPOPMAaLMOHHON CUCTEMBI.

6. OnpepgenswTca cnegywowume kateropum obpabaTtbiBaeMbix B MHPOPMAaUMOHHOW cucteme

(Xu).
nepcoHanbHbIX AaHHbIX .

KaTteropua 1 - nepcoHanbHble AaHHble, KacakLulnecd pacosoﬂ, HaLMoHanbHoW NPUHaANeXHOCTH,
NOJINTUYECKUX B3rMAA0B, PENMUTMO3HbIX U (bVIJ'IOCOd)CKVIX y6e>|<p,eHv||7|, COCTOAHNA 300p0BbA, UHTUMHOW XN3HWU,

KaTteropua 2 - nepcoHanbHble AaHHble, no3BondwLmne m,u,emmdamumposa'rb cy6be|<'ra nepcoHanbHbIX
OaHHbIX U NONyYNUTb O HEM AONONHUTENbHYIO I/IH(t)OpMaLI,I/II-O, 3a WCKIYEeHUeM nepcoHarnbHbIX AaHHbIX,
OTHOCALLNXCA K KaTeropun 1;

KaTteropua 3 - nepcoHasnbHble AaHHble, NO3BONALLME VI,EI,eHTI/leVILlVIpOBaTb cy6be|<'ra nepcoHanbHbIX
OaHHbIX;

Kateropusa 4 - obesnnyeHHble n (I/lJ'II/I) 06|.|.|ep,OCTyng|e nepcoHanbHble AaHHbIE.

X]—mz{ .

7. MOXET NPUHUMATb CreAyloLmne 3HaYEeHUs:

1 - B MHOPMALMOHHON CMCTEME OOHOBPEMEHHO obpabaTbiBatoTCA NepcoHarnbHble AaHHble Bonee vyem
100 000 cybbeKkToB NepcoHanbHbIX AAHHbIX UMK NEpPCOHarnbHble AaHHble CYyOBLEKTOB NEePCOHanbHbIX AaHHbIX B
npepenax cydbekta Poccuiickon ®egepaunn nnm Poccuiickon Pegepaumm B LENOM;

2 - B UHOPMALMOHHOI cUCTEMe OAHOBPEMEHHO 0BpabaTbiBaloTCA NepcoHarnbHbie gaHHble oT 1000 Ao
100 000 cybbekToB nMepcoHasnbHbIX AaHHbLIX UMW NEePCOHarnbHble AaHHble CYObLEKTOB NMEpPCOHanbHbIX AaHHbIX,
paboTatowux B oOTpacnuM 3koHomukn Poccuiickoi Pepepaumn, B OpraHe rocyfapCTBEHHOW BRnacTy,
npoXxuBaloLmMX B Npeaenax MyHuuunanbHoro obpasosaHus;

3 - B WH(OPMaUMOHHONW CUCTEME OOHOBpPEMEHHO obpabaTtbiBaloTCA [AaHHble MeHee 4vem 1000
CyOBEKTOB NepcoHarnbHbIX AaHHbLIX UK NepcoHanbHble faHHble CYOBLEKTOB NepCcOoHanbHbIX AaHHbIX B Npeaenax
KOHKPETHOWN opraHusavuuu.

8. [llo 3agaHHBIM OMEpaTopoM XapakTepuctukam ©Ge30nacHOCTM  MNepcoHanbHbIX  AaHHbIX,
obpabaTbiBaeMbIX B MHPOPMAaLMOHHON CUCTEME, MHEPOPMALIMOHHbBIE CUCTEMbI NOAPA3AENSATCA Ha TUMOBbIE U
cneunanbHble MHPOPMALIMOHHBIE CUCTEMBI.

TunoBble WHMOPMALIMOHHBIE CUCTEMBI - WH(OPMAaUMOHHbIE CUCTEMbI, B KOTOpbiX TpebyeTcs
obecrneyeHne TonbKO KOHUAEHUMANBHOCTM NEPCOHANBbHbBIX AaHHbIX.
CneunanbHble  MH(OPMALIMOHHBIE CUCTEMbI - WH(OPMALMOHHBIE CUCTEMbI, B KOTOPbIX BHE

3aBMCMMOCTM OT HeobxoammocTn obecrneveHns KOHUAEHUMAanbHOCTM MEePCOHanbHbIX AaHHbIX TpebyeTcs
obecneyutb xoTd Obl OOHY W3 XapakTepucTUK Oe30MacHOCTU MepCoHarnbHbIX AaHHbIX, OTAWYHYK OT
KOH(PMAEHUNANBbHOCTU  (3ALUMLLEHHOCTb OT YHUYTOXEHMUS, MW3MEHeHUs, OMNoKMpoBaHWA, a Takke WHbIX
HEeCaHKUMOHUPOBaHHbIX AENCTBUN).

K cneumanbHbIM MHPOPMALMOHHBIM CUCTEMAaM LOSMKHbI ObITb OTHECEHbI:

NHPOPMALIMOHHBIE CUCTEMbI, B KOTOpbIX o0BpabaThbiBaloTCA MNepcoHanbHble AaHHble, Kacatomecs
COCTOSIHWSA 340pOBbSA CYyOBEKTOB NEPCOHASbHbLIX A4aHHBbIX;

WH(POPMaLMOHHbIE CUCTEMbI, B KOTOPbIX MPEegyCMOTPEHO MPUHATUE HA OCHOBAHWU WCKMOUYUTENBLHO
aBTOMAaTU3NPOBaHHOW 0OpaboTkM MepCOoHanbHbIX  OAHHBIX  PELUEHWUA, MOPOXJAAKLWNX  HopUaNYeCcKe
NOCNeACTBUS B OTHOLUEHUN CyObeKTa NePCOHAarnbHbIX AaHHbBIX UM UHBIM 0Bpa3oM 3aTparMBatoLLmx ero npasa u
3aKOHHbIE UHTEPECHI.

9. lNo cTpykType nHPOpMaLMOHHbIE CUCTEMbI NOAPA3AENATCS:

Ha aBTOHOMHbIE (He NOAKMIOYEHHbIE K MHBIM MHOPMaLUOHHBIM CUCTEMAaM) KOMMMEKChI TEXHUYECKUX U
NpOrpaMmHbIX CPeAcTB, NpefHasHayeHHble Ang obpaboTkum nepcoHanbHbIX AaHHbIX (AaBTOMaTU3MPOBAHHbIE
paboyne mecTa);

Ha KOMMMEKChl aBTOMaTU3UPOBaHHbLIX paboynx MecT, OObeAWHEHHbLIX B eOUHYI0 MH(OPMaLUOHHYIO



cucTeMy cpeactBamum CBA3M  6e3  MCNONb30OBaHUMA  TEXHOMOMUW  YAaneHHoro A[ocTyna  (nokarnbHble
NHOPMaLMOHHbIE CUCTEMDI);

Ha KOMMMEKChl aBTOMaTU3NPOBaHHbIX paboymx MecT U (Unun) nokanbHbIX UHPOPMALMUOHHBIX CUCTEM,
06beanHEHHbIX B €4UHYI0 UHAOPMALUMOHHYI CUCTEMY CPEeACTBaMu CBHA3M C WUCMOMb30BaHUEM TEXHOMOrnu
yaaneHHoro goctyna (pacnpegeneHHble MHPOPMaLMOHHbIE CUCTEMBI).

10. Mo HanNM4UK NOAKMIOYEHMUI K CETAM CBA3M OOLLEro nonb3oBaHWsa 1 (UNn) CETSM MEXAYHapPOAHOro
nHdopmMaumoHHoro obmeHa WHMOPMAUMOHHbIE CUCTEMbl MNOAPA3AENAlTCA Ha CUCTEMbI, MMeoLwwune
MOAKIIOYEHNS, U CUCTEMbBI, HE UMEIOLLIME NOAKITIOYEHWIA.

11. Mo pexumy 06paboTky nNepcoHanbHbIX AaHHbIX B MHGOOPMAaLMOHHON CUCTEME MHPOPMALMOHHbIE
CUCTEMbI MOAPA3AENSOTCA Ha O4HONOMNb30BAaTENbCKUE U MHOMOMONb30BaTENbCKMUE.

12. Mo pasrpaHuyeHunio NpaB [oCTyna nonb3oBartenein MHHOPMaLMOHHbIE CUCTEMbI NoApa3gensaTca
Ha cuctembl 6e3 pasrpaHuyeHns npae 4OCTyna u CUCTEMbI C pasrpaHuyeHmem npas goctyna.

13. UHdopMaLMoHHbIE CUCTEMBLI B 3aBUCUMOCTU OT MECTOHAXOXAEHUA WX TEeXHUYECKUX CPeacTs
NnoapasgensnTca Ha CUCTEMbl, BCe TEXHWYECKMe CpefcTBa KOTOPbIX HaxoddaTcsa B npegenax Poccuickoi
defepaunm, U CUCTEMbI, TEXHUYECKNE CPEACTBA KOTOPbIX YaCTUYHO MIM LIENMKOM HaxodsTcsa 3a npegenamu
Poccuiickon ®egepauun.

14. Mo pesynbTatam aHanu3a UCXOAHbIX AaHHbIX TUMOBOW MHAOPMAaLIMOHHON CUCTEME MPUCBanBaAETCA
OAMH U3 CreayloLwux Knaccos:

knacc 1 (K1) - uHdOpMaUMOHHbIE CUCTEMbI, ANS KOTOPbIX HapylleHue 3adaHHOW XapaKTepUCTUKM
©e30nacHOCTN NepcoHanbHbIX [AaHHblX, obpabaTbiBaeMbiX B HUX, MOXET MNPUBECTU K 3HaAYUTENbHbIM
HeraTMBHbIM NOCNEACTBUAM ANA CyObeKTOB NepCoHanbHbIX AaHHBbIX;

knacc 2 (K2) - uHdOpMaUMOHHbIE CUCTEMbI, ANS KOTOPbIX HapylleHue 3adaHHOW XapaKTepUCTUKM
6e30nacHOCTU NepcoHanbHbIX AdaHHbIX, obpabaTbiBaeMblX B HUX, MOXET nNpPUBECTU K HeraTuBHbIM
nocneacTBusaM Ans cy6beKkToB NepcoHanbHbIX AaHHbIX;

knacc 3 (K3) - uHOPMaUMOHHbIE CUCTEMbI, ANS KOTOPbIX HapylleHue 3adaHHOW XapaKTepUCTUKM
B6e3onacHoCTU NepcoHanbHbIX AaHHblX, obpabaTbiBaeMblX B HUX, MOXET MPUBECTU K He3HaYUTEenbHbIM
HeraTMBHbIM NOCNEACTBUAM ANA CyObeKTOB NepCoHanbHbIX AaHHBbIX;

knacc 4 (K4) - uHdopmaumMOHHbIE CUCTEMbI, ANS KOTOPbIX HapylleHue 3adaHHOW XapaKTepUCTUKM
©e30nacHOCTM NepcoHarnbHbIX AaHHbIX, 0ObpabaTbiBaeMbIX B HUX, HE NMPUBOAWUT K HEraTWBHbLIM MOCNEACTBUAM
Ana cyObeKToB NepPCOHanNbHbIX AAHHbIX.

15. Knacc TunoBoi MHpOpMaLNOHHOR CUCTEMBI ONPERENAETCA B COOTBETCTBMM C Tabnuuen.

X _HOA 3 2 1
\
X nn
xkaTeropusa 4 K4 K4 K4
KaTeropusa 3 K3 K3 K2
xareropus 2 K3 K2 K1
kaTeropusa 1 K1 K1 K1

16. Mo pesynbTaTtam aHanusa UCXOAHbIX AaHHbIX Kacc crneunanbHon WH(OPMaLUOHHOW CUCTEMbI
onpedenseTca Ha OCHOBE MoAenu Yrpo3 ©6e30onacHOCTM MNepcoHarbHbIX [AaHHbIX B COOTBETCTBUM C
MEeTOOAMYECKUMWN OOKYyMEeHTamu, paspabaTbiBaeMbiMy B COOTBETCTBMM C MYHKTOM 2 MOCTAHOBMNEHUS
Mpasutenbctea Poccuiickoii Pepepauun ot 17 Hoabpa 2007 r. N 781 "O6 yrtBepxaeHun [NonoxeHus ob
obecneyeHmn 6Ge30NacHOCTM MNEPCOHarbHbIX AaHHbIX Npu MX 06paboTke B WMHEMOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" ",

17. B cnyyae BblgeneHus B cocTaBe WMHMOPMAaLMOHHON CUCTEMbI MOACUCTEM, Kaxgas M3 KOTOPbIX
ABMNSAETCA WHMOPMALUMOHHOA CUCTEMOW, WH(POPMALMOHHOW CUCTEMEe B LENOM MpucBanMBaeTCs Knacc,
COOTBETCTBYOLMIA Hanbonee BbICOKOMY KNaccy BXOAALLUMX B HEE NOACUCTEM.

18. PesynbTaTthl knaccudukauum MHPOPMaLNOHHBIX CUCTEM OOPMIAIOTCA COOTBETCTBYIOLUUM aKTOM
onepartopa.

19. Knacc nHdopmaLMoHHOW CUCTEMbI MOXET BbITb NEPECMOTPEH:

MO peLUeHWNo onepaTopa Ha OCHOBE MNPOBEAEHHbIX MM aHanusa W OueHKM yrpo3 Ge3onacHoCTu
nepcoHarnbHbIX AaHHbIX C Y4ETOM OCOBEHHOCTEN U (MNN) SMEHEHWNIA KOHKPETHOW MHGOPMAaLMOHHON CUCTEMBI;



no pesynbtataM MeponpuATUA MO KOHTPOMK 3a BbINONHEHNEM TpeboBaHun Kk obecnevyeHunto
©6e30nacHOCTM NepcoHanbHbIX A4aHHbIX Npu nx 06paboTke B MHPOPMAaLIMOHHON CUCTEME.

* AB3au nepsbli NyHkTa 1 MonoxeHus 06 obecnevyeHnn 6e30nacHOCTY NepPCoHanbHbIX AaHHbLIX NPU KX
06paboTke B MHPOPMAUMOHHBLIX CUCTEMAX MNEPCOHamnbHbIX AaAHHbIX, YTBEPXAEHHOrO MNOCTaHOBIIEHNEM
Mpasutenbctea Poccuiickoin Pepepauunm ot 17 Hoabpa 2007 r. N 781 (CobpaHne 3akoHoaaTenbCcTBa
Poccuiickon depepaumm, 2007, N 48, yactb Il, cT. 6001) (ganee - NonoxeHue).

** AB3ay nepsblil NyHKTa 6 [NonoxeHus.

*** CobpaHue 3akoHogaTenbcTea Poccuiickon depepaunm 2007, N 48, yacts I, cT. 6001.



